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  JAVA MULTI-THREADING 

#############################

The Goetz Test
If you can write a high-performance JVM for a modern microprocessor, 

then you are qualified to think about whether you can avoid synchronizing. 

• Threads share the process's resources, including memory and open files. This makes for 
efficient, but potentially problematic, communication. 

• When one thread is executing a synchronized method for an object, all other threads that 
invoke synchronized methods for the same object block (suspend execution) until the first 
thread is done with the object. 

• If an object is visible to more than one thread, all reads or writes to that object's variables are 
done through synchronized methods. (An important exception: final fields, which cannot 
be modified after the object is constructed, can be safely read through non-synchronized 
methods, once the object is constructed) 

• You might wonder what happens when a static synchronized method is invoked, since a 
static method is associated with a class, not an object. In this case, the thread acquires the 
intrinsic lock for the Class object associated with the class. Thus access to class's static 
fields is controlled by a lock that's distinct from the lock for any instance of the class. 

• Unlike synchronized methods, synchronized statements must specify the object that 
provides the intrinsic lock: 

void addName(String name) { 
        synchronized(this) { 
            lastName = name; 
            nameCount++; 
        }   
        nameList.add(name); 
    }   

 
• There actions you can specify that are atomic: 

◦ Reads and writes are atomic for reference variables and for most primitive variables (all 
types except long and double). 

◦ Reads and writes are atomic for all variables declared volatile (including long and 
double variables). 

• Immutable objects   are particularly useful in concurrent applications. Since they cannot change 
state, they cannot be corrupted by thread interference or observed in an inconsistent state. 
Strategy for defining immutable objects: 
◦ Don't provide setter methods — methods that modify fields or objects referred to by fields. 
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◦ Make all fields final and private.

◦ Don't allow subclasses to override methods. The simplest way to do this is to declare the 
class as final. 

◦ If the instance fields include references to mutable objects, don't allow those objects to be 
changed: 
▪ Don't provide methods that modify the mutable objects. 
▪ Don't share references to the mutable objects. Never store references to external, 

mutable objects passed to the constructor; if necessary, create copies, and store 
references to the copies. Similarly, create copies of your internal mutable objects when 
necessary to avoid returning the originals in your methods. 

• The biggest advantage of Lock objects over implicit locks used by synchronized code is 
their ability to back out of an attempt to acquire a lock. The tryLock method backs out if the 
lock is not available immediately or before a timeout expires (if specified). 

• In general, when you are using synchronized, there is less code to write, and the 
opportunity for user error is greatly reduced, so you’ll usually only use the explicit Lock 
objects when you’re solving special problems. 

• The java.util.concurrent.atomic package defines classes that support atomic 
operations on single variables. All classes have get and set methods that work like reads and 
writes on volatile variables. 

• When you call any synchronized method, that object is locked and no other 
synchronized method of that object can be called until the first one finishes and releases the 
lock (there is a single lock that is shared by all the   synchronized   methods of a particular   
object). 

• There’s also a single lock per   class   (as part of the Class object for the class), so that 
synchronized static methods can lock each other out from simultaneous access of 
static data on a class-wide basis. 

• It’s especially important to make fields private when working with concurrency; otherwise 
the synchronized keyword cannot prevent another task from accessing a field directly. 

• Brian’s Rule of Synchronization: If you are writing a variable that might next be read by 
another thread, or reading a variable that might have last been written by another thread, you 
must use synchronization, and further, both the reader and the writer must synchronize using 
the same monitor lock. 

• Thread local storage (java.lang.ThreadLocal class) is a mechanism that automatically 
creates different storage for the same variable, for each different thread that uses an object. 
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#############################
  SERVLET CONCURRENCY 

#############################

To make sure that a servlet is thread-safe, there are a few basic rules of thumb you must follow: 

1. Your servlet service() method should not access any member variables (fields), unless these 
member variables are thread-safe themselves. 

2. Your servlet service() should not reassign member variables, as this may affect other 
threads executing inside the service() method. If you really, really need to reassign a 
member variable, make sure this is done inside a synchronized block. 

3. Rule 1 and 2 also counts for static variables. 

4. Local variables are always thread safe  . Keep in mind though, that the object a local variable 
points to, may not be so. If the object was instantiated inside the method, and never escapes, 
there will be no problem. On the other hand, a local variable pointing to some shared object, 
may still cause problems. Just because you assign a shared object to a local reference, does not 
mean that object automatically becomes thread safe. 

public class SimpleHttpServlet extends HttpServlet { 

  // Not threadsafe, static. 
  protected static List list = new ArrayList(); 
    // Not threadsafe 
  protected Map map = new HashMap(); 
    // Threadsafe to access object, not thread safe to reassign variable. 
  protected Map map = new ConcurrentHashMap(); 
   // Threadsafe to access object (immutable), 
  // not threadsafe to reassign variable. 
  protected String aString = "a string value"; 
 /************************************************************/
  protected void doGet( HttpServletRequest request, 
                        HttpServletResponse response) 
        throws ServletException, IOException { 
        // Not threadsafe, unless the singleton is 100% threadsafe. 
    SomeClass.getSomeStaticSingleton(); 
        // Threadsafe, locally instantiated, and never escapes method. 
    Set set = new HashSet(); 
  } 
}

REFERENCES 
  ∙ http://docs.oracle.com/javase/tutorial/essential/concurrency/index.html 
  ∙ http://www.mindview.net/Books/TIJ/ 
  ∙ http://tutorials.jenkov.com/javaservlets/servletconcurrency.html 
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